Effectiveness

We evaluate the effectiveness of various program options in terms of their effectiveness in preventing terrorist attacks. Standardized identification as part of a program of improved inter-agency communication could be valuable in tracking various security threats.  Collecting a wide variety of data on every individual registered under such a system suffers from certain challenges in and of itself; analyzing such a vast collection of information to find terrorists, particularly those with no prior record, will likely fail to reliably locate future terrorists, but will likely implicate many innocent citizens.

A standardized identification system has the potential to improve communication within and between agencies.  For example, in 2000, the CIA identified two of the people who would later become 9/11 hijackers as having associations with terrorism.  Yet they were not added to a watch list, nor was the FBI informed.  Independently, the FBI initiated a search for the two individuals in august 2001, but failed to inform its field offices, which might have found them.  Improving their communication, as well as easing information sharing with other state and federal agencies could help prevent future terrorist activities. 

Another part of many national id plans is the aggregation of a wide variety of information on individuals from numerous sources, which is then made available to authorized individuals via a centralized database.  Frequently, it is suggested that such a database could be combed for signs of future terrorist activity, such as purchasing weapons, bomb making supplies, or crop dusters.  Collecting all the information proposed is a technical challenge of enormous proportions, analyzing it in any meaningful way, while keeping it current raises these challenges to potentially insurmountable levels.  Even assuming this arrangement would be possible, such a massive database would be riddled with erroneous data.  Between the erroneous data, and the necessarily circumstantial nature of evidence used to forecast terrorist activities which have not yet occurred, predictions would be highly unreliable.  Given the relatively small number of terrorists within the general population, even highly reliable systems would identify far more innocent parties than actual terrorists, producing both technical and political challenges to further investigation of those identified.  

